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Software vulnerabilities exist in open-source software (OSS), and the developers who discover these vulnerabilities may
submit issue reports (IRs) to describe their details. Security practitioners need to spend a lot of time manually identifying
vulnerability-related IRs from the community, and the time gap may be exploited by attackers to harm the system. Previously,
researchers have proposed automatic approaches to facilitate identifying these vulnerability-related IRs, but these works focus
on textual descriptions but lack the comprehensive analysis of IR’s rich-text information. In this paper, we propose VULRTEX,
a reasoning-guided approach to identify vulnerability-related IRs with their rich-text information. In particular, VULRTEx
first utilizes the reasoning ability of the Large Language Model (LLM) to prepare the Vulnerability Reasoning Database with
historical IRs. Then, it retrieves the relevant cases from the prepared reasoning database to generate reasoning guidance, which
guides LLM to identify vulnerabilities by reasoning analysis on target IRs’ rich-text information. To evaluate the performance
of VULRTEX, we conduct experiments on 973,572 IRs, and the results show that VULRTEX achieves the highest performance in
identifying the vulnerability-related IRs and predicting CWE-IDs when the dataset is imbalanced, outperforming the best
baseline with +11.0% F1, +20.2% AUPRC, and +10.5% Macro-F1, and 2x lower time cost than baseline reasoning approaches.
Furthermore, VULRTEX has been applied to identify 30 emerging vulnerabilities across 10 representative OSS projects in
2024’s GitHub IRs, and 11 of them are successfully assigned CVE-IDs, which illustrates VULRTEX’s practicability.
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1 Introduction

Software vulnerabilities widely exist in open-source software (OSS) projects. When developers discover the vul-
nerabilities, they may submit the IRs to describe the details of these vulnerabilities. To identify these vulnerability-
related IRs, security practitioners usually spend a lot of time manually analyzing their contents [39]. They often
track these IRs with issue-tracking systems [4, 23], then classify these vulnerability-related IRs with Common
Weakness Enumeration (CWE) [6], which categorizes the types of vulnerabilities with their causes, behaviors,
and consequences. Some of these identified vulnerabilities will be disclosed in the Common Vulnerabilities
and Exposure (CVE) [5], a security database that provides a standardized method to catalog publicly disclosed
vulnerabilities, and to alert downstream users in the supply chain to the security risks in the project [1]. However,
the manual identification of vulnerability is tedious and time-consuming. The time interval between the creation
of vulnerability IRs and the vulnerability disclosure can be exploited by attackers (e.g., zero-day attacks [24]) to
harm the system, resulting in millions of dollars of losses in today’s businesses [71].

To alleviate this risk at an early stage, researchers have proposed automatic approaches to facilitate the
identification of vulnerability-related IRs with their textual description [34, 69, 72]. However, we find that 39.1%
of vulnerability-related IRs only have a few-text information in our manual analysis, and they utilize rich-text
information to describe the vulnerabilities, e.g., page screenshots, video streams, music files, code snippets,
etc., which implicitly indicate how the vulnerabilities are triggered, thus helping security practitioners identify
vulnerability-related IRs and analyze their CWE-IDs. These previous works focus on textual descriptions but lack
a comprehensive analysis of IR’s rich-text information, so their practical usage is limited. Among them, we find
that over 95% of rich-text IRs utilize page screenshots and code snippets to illustrate how the vulnerabilities are
triggered, and their details and contributions are shown as follows:

« Page Screenshots: Some developers and users will use page screenshots to display special states during the
program’s runtime, thereby reflecting possible vulnerabilities in the system. By capturing the specific element
in the page screenshots or the transitions between different pages, we may identify which type of vulnerability
the project will encounter.

+ Code Snippets: Some users will provide the simple Proof-of-Concept (PoC) with code snippets to validate the
existence of vulnerabilities, and developers will show the vulnerability-related warnings or bug reports with
specific code lines in the projects.

To intuitively illustrate how the relationships between these rich-text elements reflect the vulnerabilities, we
will introduce them in the following Section 2. From the previous investigations, we focus on exploring how
the vulnerabilities are triggered by analyzing the rich-text elements of the page screenshots and code snippets.
However, since some information is implicitly described by IR’s texts and rich-text elements, it is challenging to
identify vulnerability and predict the CWE-IDs:

+ Challenge-1: Difficulty in analyzing the triggering process of vulnerability. The first challenge comes
from how to accurately understand the textual semantics of the rich-text elements and construct the relationships
between rich-text elements that describe the triggering process of vulnerabilities. To address it, we utilize
the text understanding and reasoning ability of LLMs to construct the relationships between these rich-text
elements.

« Challenge-2: Factual errors in LLM’s reasoning process. The second challenge comes from the factual
errors in the reasoning graphs that are inconsistent with the real-world vulnerability triggering process, mainly
because the pre-trained data may have some flaws and be outdated. To address it, we incorporate a module to
correct the factual errors in the LLM’s reasoning steps.

« Challenge-3: Heavy time cost in LLM’s reasoning process. The third challenge comes from heavy time
costs. The security practitioners who manage vulnerability identification need to deal with thousands of IRs. If
the efficiency of the automated approach is lower than the manual analysis, its value of practical usage is limited.

ACM Trans. Softw. Eng. Methodol.
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For each target IR that needs to identify vulnerabilities, LLM needs to fully explore all the relationships between
page screenshots and code snippets to reason how the pages are redirected and determine the vulnerability’s
type. To improve the effectiveness of reasoning, we utilize the LLM’s Retrieval Augmented Generation
(RAG) in the reasoning process [48], where we can retrieve some relevant cases in the history, then use these
cases to guide the reasoning of the target IRs [36]. In practical analysis, we find that vulnerability-related
IRs with the same CWE-ID may have commonalities in describing the vulnerabilities. For example, both
Fuel-CMS/issues/536 [2] and PhpldapAdmin/issues/130 [3] belong to the CWE-79, which utilizes the redirection
of page screenshots to show how the attackers set XSS payloads to attack the project. We can treat the first IR
as a retrieved case for the second one, which incorporates how the vulnerability is triggered and can guide the
vulnerability identification of the second IR.

In this paper, we propose VULRTEX, which is a reasoning-guided approach to identify vulnerabilities from IRs
with rich-text information. Specifically, it prepares the Vulnerability Reasoning Database from historical IRs
with LLM, which treats the LLM as an agent [104] that interacts with external tools to understand the semantic
information of screenshots and code snippets, and utilize the reasoning ability of LLM [96] to construct the
relationships between rich-text elements. The reasoning database contains reasoning graphs that describe how to
explore rich-text information in historical IRs to identify whether they contain vulnerabilities. Then, VOLRTEX
incorporates a novel RAG method to retrieve relevant reasoning graphs from the reasoning database that have
a similar vulnerability triggering logic to the target IR. Finally, with the retrieved reasoning graphs, VULRTEX
generates the guidance prompt to guide LLM to identify vulnerabilities.

To evaluate the performance of VULRTEX, we conduct experiments on 973,572 IRs with 4,002 vulnerability-
related IRs. We compare VULRTEX with three types of baselines, and the results show that VULRTEX achieves
the best performance in identifying the vulnerability-related IRs when the dataset is imbalanced, outperforming
baselines with +11.0% F1 and +20.2% AUPRC, with over 2x lower time cost than the baseline reasoning approaches.
VULRTEX also achieves the best performance in CWE-ID prediction, outperforming the best baseline with +10.5%.
Furthermore, VULRTEX has been successfully applied on newly tracked IRs across 10 representative projects
outside the original dataset after 2024. Among them, 30 emerging vulnerabilities are identified by VULRTEX, 11
of them (36.7%) are assigned CVE-IDs, and 9 (30:0%) will potentially be disclosed, which further illustrates its
practicality. The major contributions are summarized as follows:

» Technique: VULRTEX, an automated approach to identify the vulnerability-related IRs. To the best of our
knowledge, this is the first work on introducing LLM’s reasoning ability to identify rich-text vulnerability-
related IRs, as well as using the thought of RAG to reduce the time cost of VULRTEX in practical usage.

« Evaluation: An experimental evaluation of VULRTEX, which shows that VULRTEX outperforms all baselines on
identifying the vulnerabilities, and the application study on OSS projects further demonstrates its usefulness in
practice.

- Data: We release the datasets and source code! to facilitate the replication and the application of VULRTEX in
the more extensive contexts.

2 Motivation Example

Recent researchers have conducted a preliminary study on 1,221,677 GitHub IRs in the GHArchive [8], which
is a massive IR dataset, archiving the original information of IRs since 2015. Among these IRs, 3,937 of them
contain vulnerabilities and have been assigned a CVE-ID, and 3,886 (98.7%) of these vulnerability-related IRs were
created earlier than the vulnerability disclosure [72]. Moreover, many developers utilize rich-text information to
describe the details of vulnerabilities. To analyze the proportion of these vulnerability-related IRs with rich-text
information, we manually inspect these 3,886 IRs created earlier than vulnerability disclosure. We find that 1,520

Thttps://www.github.com/jzySaber1996/VulR Tex
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+ Issue Body: When | connect to my webshell by 1] require(’child_process®).exec('perl -e \'use
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error information like this: [SCRA]. This information don't 1 [ [SCR2] KSTRER, getprotonynane(tcp)); F(coneci(Sasicka
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${stdout} );});

" Reported CWE-ID: CWE-79 o J Code Snippets
- _ChatGPT’s CWE-ID Prediction: CWE-94 I— Vulnerability Triggering
' +® Analysis on Page Screenshots: These page screenshots +@ Analysis on Code Snippets: These two

- ChatGPT i illustrate the Proof-of-Concept (PoC) of attackers on setting the XSS code snippets contain the attack details on the

predict the type to CWE-94, misleading the payload, which is triggered on the page in page restoration. pages, so the page lack the XSS protection.

vulnerability identification. - @ Identification: XSS injection (CWE-79) - @ Identification: XSS injection (CWE-79)

/
Example Vulnerability-Related IR in CVE A alicd - N " "
i . of Vul bility-Related IR with Rich-Text Information
(Original IR Collected by GHArchive) 7 ’

Fig. 1. The vulnerability-related IR with rich-text information, which has been assigned CVE-2019-15228.

(39.1%) contain rich-text elements that relate to the details of vulnerabilities, and over 95% of them are page
screenshots and code snippets. Therefore, mining the rich-text information may improve the performance of
identifying vulnerability-related IRs, thereby reducing business losses.

Fig. 1 shows an example of vulnerability-related IR that contains rich-text information (antswordprojec-
t/antsword/issues/147). The author of the project AntSword reports an IR #147 that may have a Remote Code
Execution (RCE) vulnerability. This vulnerability relates to multiple vulnerability types in CWE (CWE-79, CWE-94,
and CWE-119, etc.), and security practitioners analyze IR’s content to determine that this project may encounter
the “XSS Injection” (CWE-79) [61]. Different from the other IRs, the author utilizes page screenshots and code
snippets to describe this IR, which makes traditional approaches fail to identify it. Besides, we also utilize the
widely-used LLM, i.e., ChatGPT [66], to identify the vulnerability from its textual description, and find that
ChatGPT incorrectly predicts the type to CWE-94 [62].

To analyze how the rich-text information affects the vulnerability identification, we obtain the original page of
this IR. We can see that, the author utilizes two screenshots and three code snippets to describe the triggering
process of vulnerability. The process of this attack is as follows: @ On the main page of this project [SCR1], the
attacker may set a field as an XSS payload with the PHP script, and attack the project that incorrectly neutralizes
user-controllable input. The PoC of this attack is shown in [CODE1]. @ If the administrator wants to restore
this page, the vulnerable script will be executed, the system command will execute and the XSS payload will be
triggered on the page. The page with triggered vulnerability is shown in [SCR2]. To analyze the details of this
vulnerability, we can also refer to the code snippets in [CODE2] and [CODE3], which illustrate how the attacker
utilizes the PHP script to call the system command and perform the XSS injection to the system.

From the above descriptions, we can construct a reasoning graph to illustrate how the developers describe
the details of this vulnerability. The first path [SCR1]—[CODE1]—[SCR2] indicates how the vulnerability
CWE-79 is triggered, and the second path [CODE2]—[CODE3] indicates the content of PHP attack script. Based
on this reasoning graph, we can determine whether this IR contains vulnerabilities and its relevant CWE-ID.
Therefore, we believe that rich-text information can help identify the vulnerability-related IR.

ACM Trans. Softw. Eng. Methodol.
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{D4, ..., Ds} Knowledge Generation
3.1 Preparing Vulnerability Reasoning Database 3.2 Retrieving Relevant Reasoning Graphs to Target IR 3.3 Identifying Vulnerabilities of Target IRs
Fig. 2. The overview of our approach VULRTEX.
3 Approach

In this section, we introduce the details of VULRTEX, and the overall framework is illustrated in Fig. 2. First,
VULRTEX prepares the vulnerability reasoning database with historical IRs, which contains reasoning graphs §
that describe how the vulnerabilities are triggered based on the rich-text information in historical IRs. Second,
to identify the vulnerability from the target IR, VULRTEX does notneed to reuse the LLMs to explore the IR’s
rich-text elements. Instead, it retrieves its relevant reasoning graphs from the database to generate prompts to
guide LLM to identify vulnerability-related IRs. Afterwards, VULRTEX concatenates the guidance prompts, then
utilizes this prompt to identify vulnerabilities from target IRs.

3.1 Preparing the Vulnerability Reasoning Database

In Section 2, we discussed that the relationship between rich-text elements that describe the details of vulner-
abilities is complex, which can be formulated as a reasoning graph that illustrates steps of exploring rich-text
information. Therefore, we prepare the vulnerability reasoning database with reasoning graphs G from the
historical IRs, which treats the LLM as an agent, asking it to utilize tools and reasoning ability to construct
relationships between rich-text elements. To implement this logic, we design a specific prompt [95] to control
LLM to reason the IR’s rich-text information step by step and identify the vulnerabilities.

Moreover, In Huang etal’s survey [41], they indicate that the pre-trained data, training, and decoding strategies
of LLMs have flaws that result in the inconsistent with real-world facts, which is called LLM’s factual error [113].
This factual error is a typical LLM hallucination that exists in the outputs and affects the LLM’s practical usage.
To bridge this gap, we utilize the following two processes to generate the vulnerability reasoning database:

+ Reasoning Graph Generation: To realize the LLM reasoning and reduce the time and memory cost, we build
a simple Chain-of-Thought (CoT) framework, and the generated graphs only contain two types of nodes,
i.e., Observation and Action, and we utilize a specific prompt to guide the historical IR’s reasoning graph
generation, We also utilize the inclusion relationship to analyze texts, screenshots, and code snippets in
sequence, which can effectively reduce the nodes and infinite loops in the reasoning graphs.

« Factual Error Correction: In each LLM reasoning step, we introduce the external vulnerability awareness
(VA) datasets [44, 106] to check and correct the factual errors, which contain the latest vulnerabilities released
in the security community and have been perceived and reviewed by experienced security practitioners. This
external knowledge is the golden knowledge and can be used to reduce the inconsistency in the generated
reasoning graph’s nodes and edges.

ACM Trans. Softw. Eng. Methodol.
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3.1.1 The Definition of CoT-based LLM Reasoning. Given the timestamp t, the CoT-based LLM reasoning incor-
porates an observation O; that reflects the result of vulnerability-related IR identification at this timestamp. Then,
LLM will conduct an action A; based on the current observation, which controls the reasoning steps. The policy
(A{Cy) = C; — A, specifies the way of searching actions, where the G, is the context sequence of the reasoning
steps:

G =1(01,A1,05,A,....0,_1,Ar1,0)) (1)

where policy 7(4;|C;) is determined by the LLM. If the observation O; indicates that the vulnerability is still
unidentified, the LLM will search for an action A; that can analyze other rich-text information to help the
identification; otherwise, the LLM will terminate the reasoning if the vulnerability is identified.

In each action A; € Tools, it is selected from a set of tools. These tools can effectively parse the texts in
screenshots and understand the semantic information of the code snippets. Recently, OpenAl has released tools
such as GPT-40 and o1, which can be used to analyze the semantics of multimodal text. However, these models
require high time, space, and financial costs, which makes them difficult to use for preparing the reasoning
database, and we will not use them in the VULRTEX. To conduct the reasoning, we have chosen the text-generative
LLMs (i.e., LLaMA, GPT-3, and GPT-3.5), multimodal LLMs (Qwen2VL and GPT-40), and post-trained LLM (i.e.,
DeepSeek-R1) as the basic models, and combine them with the toolset. We also incorporate a new inner tool
AgentTerminator to stop the reasoning when the LLM cannot obtain the new knowledge to continue the
reasoning steps. In the finally generated CoTs, the formal description of the observation and actions is as follows:

o Observation: [Vul_Type]|None+[Current_Obs]+[Next_Act], where the [Vul_Type] is the decision of the
CWE-based vulnerability type (e.g., " Yes, vulnerability is CWE-79.” in Fig. 3). If the reasoning process is not
terminated, the vulnerability type is not determined, so the text is [None]. The [Current_Obs] and [Next_Act]
are the texts of the current observation based on the history reasoning steps C;, and [Next_Act] is the action
A; that needs to be conducted in the near future. To make the LLMs understand the CoT, we use plain text to
describe the previous two elements.

+ Action: [Tool_NameJ+([R_Elem]|None), where the [Tool_Name] is what is called in the agent’s tool list,
which will be described in the next section. [R_Elem] is the tool’s parameter that analyzes rich-text information.
If the agent has identified the vulnerability type, the reasoning is terminated, so the parameter is None.

The reasoning graph G includes all the observations and actions that identify vulnerability-related IRs. At the
timestamp ¢ € {1, ..., T}, the paths of G is formulated as follows:

G = (01,411,024, Op)s G ={Cr15 0 Crym} ()

where G is the iy, path in the graph. Finally, the graph can be formulated as G = (V, £), where V = {0y, 0, ..., O,}
indicates the observations, and & = {A{, A, ..., A,;} indicates the actions that control the steps of reasoning.
As is shown in Fig. 3, the reasoning graph G has four paths, seven observations, and 10 actions to identify the
vulnerabilities,

3.1.2  CoT-based Reasoning Graph Generation. The historical IR incorporates the {Title, Body}, where Title sum-
marizes the main topic of this IR, and Body contains a set of sentences with rich-text information that describes
the details of IR. The CoT-based reasoning incorporates a specific prompt to ask the LLM to analyze this content
and generate the reasoning graph 3.

The prompt controls the graph generation by asking the LLM to think step by step. In each reasoning step, we
ask the LLM to select multiple rich-text elements to analyze whether the IR contains vulnerabilities, as is shown
in Fig. 3’s observation O; (i.e., [SCR1]~[SCR4], and edges are {(O; = Oy 1), ..., (O; = 05 4)}). To analyze each
of the selected elements, VULRTEX will continuously conduct multiple actions based on the observation until it

ACM Trans. Softw. Eng. Methodol.
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Preparing Vulnerability Reasoning Database with Graphs
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The guidance prompt contains the following three steps: Identification

« Step-1: You can analyze the transition from the screenshots [SCR1]
to [SCR2], and the [CODE1 ] is the PoC for triggering the XSS.

« Step-2: You can also analyze the [CODE2], [CODE3], which are the
details for triggering this vulnerability.

{p("Yes")=0.97, CWE-79}
This target IR contain the
vulnerability with XSS
injection, which refers to
CWE-79: Cross-Site Scripting.

Fig. 3. The steps of identifying target IRs (i.e., Fig. I’s example) vulnerability with rich-text information.

terminates. Therefore, any node representing the observations may be connected to multiple edges representing
the actions. The output is a reasoning graph rather than a single-directional path.

In addition, we also define the observation and action in this prompt, as well as the tool list for the action
selection. The details of these three tools are shown as follows:

 ScrAnalyzer: We utilize Tencent Cloud’s OCR [89] to analyze all the page elements in the screenshots [SCR].
Compared with other OCRs, Tencent Cloud can analyze more page elements with high accuracy&efficiency.

ACM Trans. Softw. Eng. Methodol.
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+ CodeAnalyzer: We utilize the CAST [84] to generate the description of code [CODE ], which is a novel method
to analyze codes with Abstract Syntax Trees (AST) [108].
+ AgentTerminator: We ask the LLM to terminate the agent.

The following prompt Py.4s0n Specifies how to find the vulnerabilities step by step:

P, ,s0n: Prompt for Generating Reasoning Graph

reason*

# Steps for Generating Reasoning Graph

Please think step by step. For each step, you need to select multiple rich-text elements that relate to the vulnerability. Then,
you should identify whether this IR contains the vulnerability and output an “Observation” based on context information.
It would be best to choose the “Action” from “Tools” to control the reasoning into the next “Observation” after thinking.
- Input: The content of historical IR and the rich-text information.

- Input: The definition of “Observation” and “Action”.

* Note of Inclusion Relationship: We suggest you first analyze the text, then explore the page screenshot [SCR], and finally
analyze the code snippets [CODE].

Moreover, we find that IRs allow the inclusion relationship TextI—m>[ SCR]I—nc>[ CODE ] among rich-text
information. This relationship comes from our investigation of issues from GitHub, GitLab, and other OSS
platforms, which means IR’s text contains screenshots and code snippets, and some screenshots contain code.
Therefore, we suggest analyzing the comment, screenshot, and code in‘order based on the greedy search. Our
manual analysis found that the reasoning graphs generated by the VULRTEX have 3 fewer nodes on average
with the inclusion relationship, which means the VULRTEX can explore more elements with fewer iterations. We
iteratively generate the observations and actions, until the reasoning graph is determined.

3.1.3  Reasoning Graph’s Factual Error Correction. As illustrated in the previous section, the LLM factual errors
may affect the reliability of reasoning graphs. We select the five representative VA datasets 2 in Table 1 to correct
the factual errors, To obtain more comprehensive and up-to-date external knowledge, we utilize the following
three criteria to select the VA dataset:

« Criterion-1: Inclusion of Recent Vulnerabilities: The selected VA datasets have been recently updated and
maintained, and the latest vulnerabilities have been included in these datasets.

« Criterion-2: Number of Vulnerabilities: The vulnerabilities in the VA dataset cover a large number of
projects, and the number of vulnerabilities is considerable. For example, VDISC covers the maximum number
of projects (over 1K distinct projects) with 1.2M unique vulnerabilities [76].

« Criterion-3: Usage in Security Communities: The selected VA datasets contain multiple programming
languages and have been widely used in security communities. For example, the KB, BigVul, and Debian
datasets are referenced by over 100 works as benchmark datasets.

In the path C; at timestamp ¢, we generate plain texts to describe these paths based on reasoning. For example,
the generated text description of path (O;, A{,0,) is “from the observation O;, we ask LLM to take the
action Ay, and the next operation is O,”. Then, we aim to retrieve the golden knowledge to correct the factual
errors with TF-IDF [81] text similarity. The TF-IDF utilizes the term frequency to calculate the text similarities,
which has high efficiency and can focus on vulnerability-related keywords in similarity calculation, e.g., “XSS”
and “CSRF”, etc. Based on these five selected VA datasets, we extract the golden knowledge Know; in these
datasets that have TF-IDF similarities higher than the threshold 6,

Know|simgnowen(Know;, G;) > O, where TF-IDF — sim(:, -) (3)
where sim(-, -) is the function for TF-IDF similarity. The TF-IDF is based on the term frequency in the texts, so we

calculate the term frequency in all the rich-text information in IRs. All screenshots are parsed to text with OCR.

ACM Trans. Softw. Eng. Methodol.
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Since we utilize the TF-IDF similarity to retrieve Table 1. The statistics of VA datasets, which are treated as
the external knowledge from the VA dataset, it might golden knowledge for factual error correction.
introduce some noisy data that cannot be treated as

the golden knowledge for the corresponding IR. To Id VA Dataset ~ Updated Lang Size
address it, we carefully tune the parameter 6g,,’s value Dy KB [76] 2023 All 19K
from [0.0,1.0] to make sure that all the IRs with fac-  p,  Bigvul [33] 2023 C/Cixt 46K
tual errors can find the matched golden knowledge in Ds  OWASP [68] 2024 C#/Python 21K

the retrieved knowledge in Know, € 2. The LLMs can D4  Debian [11] 2024 C/C++ 3.3K
utilize their reasoning ability to analyze the retrieved =~ s~ VDISC [80] 2024 C/C++/Java  1.2M

Know; and correct the errors in the nodes and edges

of reasoning graphs (details of this threat and its alle-

viation are shown in Section 6.5). We concatenate knowledge and path Know; & C; and feed it to the LLM. Taking
Fig. 1 as an example, the prompt of the factual error correction is involved in the reasoning graph generation,
and we have illustrated an example prompt to guide the reasoning graph correction by using OWASP’s golden
knowledge as follows:

P orecr: Prompt for Correcting Factual Error

# Vulnerability-related IR for Graph Generation

- Input: The plain text of the historical IR.

- Vulnerability Type: The type of the vulnerability (CWE-79).

# Path to be Corrected

- Input Path: From the observation O,, we ask LLM to take the action A, 4 (Analyze [SRC4]), then we get the observation O, ,
(The 3S logic injection that causes the XSS payload generation). After that, LLM terminates the agent, and the O;, shows that
CWE-79 is identified.

# Example for Correcting Factual Error

- (OWAP Top-10 A03— PortSwigger: Server-side template injection) ... Identify the type of template engine being used.
Review its documentation for basic syntax, security considerations, and built-in methods and variables. Explore the template
environment and map the attack surface. Audit every exposed object and method, ...)

Based on the previous prompt, each path can be corrected by comparing with the golden knowledge. After
these previous three steps, we output the vulnerability reasoning database Reason_Base, where each record is the
G € Reason_Base.

3.2 Retrieving the Relevant Reasoning Graphs to Target IR

As illustrated in the previous:sections, it is time-consuming to re-conduct the reasoning to identify vulnerability-
related target IRs. Therefore, we introduce the thought of RAG to retrieve the necessary knowledge and generate
guidance for identifying the target IR’s vulnerability. This incorporates two steps to improve the quality of the
generated guidance prompt, i.e., external knowledge retrieval and text generation. Previous work indicates that
the generation results of RAG are diversified based on these two steps [45]. However, existing RAG approaches
cannot be directly applied to retrieve relevant reasoning graphs from the database, due to the following challenges:

Challenge-1: Heavy time cost in reasoning graph retrieval. In Fig. 3’s example, we can see that the
reasoning graph contains massive exploration paths, and directly sampling the relevant records based on the
complete graph may have massive time and memory costs. We have applied some previous RAG approaches
to this task, such as AutoRAG [47], REALM [37], and MemoRAG [77], etc. (note that we investigate the RAGs
that have open-sourced datasets and models, and released mature tools), need to take > 5 min/per target IR to
retrieve the relevant graphs, which cannot be directly applied in the reasoning graph retrieval.

ACM Trans. Softw. Eng. Methodol.
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Algorithm 1: Process of G’s RW.

Input: The target IR TarIR; reasoning graph G = (V, &), where V = {0,,0,,...,0,}, € = {A}, Ay, ..., Ay}
Output: The reserved reasoning graph after pruning G, = (V,, &,), where V, C V, &, C &.
1 M=0; // Initialize the adjacency matrix.

Aj
forO, eV, 0 e V,and O, — 0, do

3 M;; = sim(0;, TarIR) — sim(0;, TarIR), where TF-IDF— sim(-,-);  // (1) Construct the adjacency matrix Mi,j of the
reasoning graph G.

)

4 deg(0;) = Zojev M, j, deg(0)) = 2oev M, s // (2) Calculate the sampling probability.
=+ , o )

’ P(0:0) = (deg(O,-) - d‘-’g(oj)) / Xeol.0p) (deg(o{ * deg(o,f))’

6 end

7 VoU{0:}, Vak = {01} // (3) Random-walking with sampling probability.

s for 0, € V, U{O\V, i and 0; € V\V, do
9 Select O; for the node O; with the probability p(0;, 0;);

A
10 Ve V{O}, V, U{O}, £, U{AI0;, — O}

11 if A; = AgentTerminator then

12 ‘ break; // Loop terminates.
13 end

14 end

15 return G

Challenge-2: Low relevance in retrieved graphs after pruning. To improve the efficiency of the graph
retrieval, we need to prune the reasoning graphs and find a short path to indicate the vulnerability triggering.
However, the vulnerability triggering logic is quite complex, and the traditional methods to prune the reasoning
graphs, such as DFS [78], CART [57], and PageRank [70], lack the background knowledge of the vulnerability
triggering. Even though these graph pruning methods traverse the whole reasoning graph to determine what
nodes and edges will be pruned, the retrieved graphs may not be relevant to the target IRs.

To address these two challenges, we introduce the Random Walking (RW) [74] method to prune the reasoning
graph, which randomly selects paths to represent the G based on the sampling probabilities, thus reducing the cost
of relevant record sampling. We introduce two TF-IDF similarities in the record sampling. (1) The first similarity
constructs the weights that measure the similarity between the rich-text information in target IR and the texts
of G’s nodes, and the sampling probabilities are calculated with these weights. Nodes with higher probabilities
are more likely to be reserved. (2) The second similarity selects the relevant graphs by calculating the similarity
between the target IRs and the text description of pruned G.

3.2.1 RW-based Reasoning Graph Pruning. Compared with the traditional graph pruning methods [57, 70], RW
does not require the traversal of the whole reasoning graph, which has high efficiency in the relevant record
sampling. The main idea of the RW is to estimate the edge weights in the complex graph G based on some
pre-defined criteria (in this work, the estimation criterion is the similarity difference between the target IRs and
the nodes in the reasoning graph), which is stored in the Algorithm 1’s adjacency matrix M. Then, the RW only
reserves a few representative nodes and edges based on edge weights, where we conduct the following retrieval
process with these nodes.

We propose the Algorithm 1 to reserve the G, = (V,, &,) to represent the reasoning graphs. In this algorithm,
from line 1 to 3, we construct the adjacency matrix M of the graph with the target IR, where ]\N/Ii,j measures

A
the importance of the reasoning O; — 0;. We utilize the increment of TF-IDF similarity to measure the
importance of reasoning. From line 4 to 5, we calculate the sampling probability p(0;, 0;) with the GraphSaint
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edge probability [107]. This probability is calculated with the node degrees, which have unbiasedness in random-
walking. From line 7 to 14, we random walk the G with the sampling probability p(0;, O;). We first sample all
observations adjacent to Oy, and then we sample other nodes based on the visited observations until the action
is terminated. All nodes and edges will not be repeatedly explored. Finally, we reserve the graph G, after the
random-walking algorithm.

3.22 Reserved Graph’s Text Description Generation. For each record in the vulnerability reasoning database, we
first prune the graph and reserve the subgraph G,. Second, we extract the paths from G, that can achieve the
termination. For example, G, in Fig. 3 has two paths: (O, A 1,051, A2.1,031) and (Oy, A; 4,054, Az 4,03 5). The
textual description of G, is the concatenation of all the paths’ textual descriptions, as is described in Section 3.1.3.

3.2.3  Relevant Reasoning Graph Retrieval. Finally, we utilize the TF-IDF text similarity to select the relevant
graphs with values higher than the threshold 0;,,.

g Zar|3im Glar eReasonfBase(Tarl R G Z’ar) > Ogim, where TF-IDF — sim(, ) (4)

where G1% is the textual description of selected reasoning graphs, and TarIR indicates all the rich-text information
in target IRs, which are parsed to text by OCR and CAST tools.

3.3 Identifying the Vulnerability of Target IR

Since manually designed prompts are not appropriate for some specific tasks, researchers utilize LLM to generate
specialized guidance prompts, thus improving their performances [112]. Given the target IR and its relevant
reasoning graphs 9;“’ , we utilize the LLM to generate guidance prompts for different target IRs. We ask the
generated guidance prompt (G1%, TarIR) guide to include several steps, which describe the instructions for
how to analyze target IR. Fig. 3 shows the example of the guidance prompt that includes the three steps to analyze
the rich-text information in the target IR. In these steps, the guidance prompt refers to the reserved graph. It finds
the similarity between the target IR and relevant record in page redirection logic and asks the LLM to analyze the
main page and the XSS-triggered page to identify vulnerabilities.

After generating the guidance prompt, we concatenate it with the prompt for identifying vulnerability Pigens; -
The following is the concatenated prompt Pyyige © Pidentify:

Concatenated Prompt for Vulnerability Identification

# Identification of Vulnerability

Pigensify: Please identify whether the following IR contains the vulnerability, and predict the type (CWE-ID) of the vulnerability.
This is a classification task, so please directly output whether the IR contains the vulnerability with “Yes, No”. The output
format for vulnerability identification is {Yes, No}. Moreover, you need to just directly output the {CWE-ID} without other
information.

# Guidance to Identify Vulnerability

Pyiger According to the relevant reasoning graph, the generated guidance prompt contains the following steps. We will
concatenate it with the Py r,: (Several steps STEP-1~STEP-n, where each step contains the instruction for how to analyze
the target IR).

- Input: The content of target IR, which is formatted as JSON.

- Input: The textual description of all the selected graphs GI*.

where the prompt requires the output to explicitly output the classification results of vulnerability identification
with two labels “Yes (1), No (0)”, as well as the type of vulnerability “CWE-ID”. For vulnerability identifica-
tion, we use the LLM’s API to output the probability (e.g., ChatGPT utilizes the attribute in the response
logprobs. top_logprobs to calculate each output label) rather than the labels.
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Referring to the previous works [72, 82, 86, 102], using the probability to determine the vulnerability-related
IRs is a flexible method when the testing dataset is extremely imbalanced, and the output probability of positive
label “Yes” to identify the vulnerability, i.e., p(“Yes"|TarIR) € [0.0, 1.0]. We utilize the threshold 6,,; to decide
the classification result, and p(“Yes"|TarIR) > 0,,; means that the target IR is the vulnerability-related IR. For
CWE-ID prediction, we output the CWE-ID rather than using the classification probability, because the labels
have similar distributions in the dataset. We feed this concatenated prompt target IR to the LLM and identify its
vulnerability. Since a vulnerability-related IR may have vulnerabilities with multiple CWE-IDs, we will refine the
dataset by splitting them into multiple IRs (Section 4.1).

4  Experimental Design
To evaluate the performance of VULRTEX, we investigate the following research questions (RQs):

+ RQ1 (Performance of VULRTEX): How does VULRTEX perform on identifying the vulnerability-related IR
and predicting the CWE-ID?

« RQ2 (Ablation Study): How does each component contribute to identifying vulnerability-related IRs and
predicting CWE-IDs?

« RQ3 (Practical Application): Can VULRTEX identify emerging vulnerabilities from the open-source projects?

4.1 Dataset Preparation

In this section, we prepare our dataset in the following four steps: First, we select and collect the dataset after
a rigorous review and selection process with security practitioners. Second, our manual analysis illustrates
that some IRs may contain vulnerabilities that correspond to multiple CWE-IDs, so we refined the dataset by
re-annotating the CWE-IDs to improve the data quality. Third, we collect the original IR to improve the dataset
with its rich-text information. Finally, we preprocess the dataset with token replacement.

STEP-1: Selecting & Collecting the Dataset. Before
the dataset preprocessing, we search for five candidate k i
data sources, i.e., GHArchive [8], D2A [111], Vul- Vag¥valuation dataset criteria.

Table 2. The results of reviewing the data sources based on

Zoo [79], and MITRE’s ATT&CK [59] & CAPEC [29].

. - Data Source VA-Dataset Criteria Eval-Dataset Criteria
Since the selected data sources for evaluating the Vur- IRV NV USC | TIR CPL NNS
RTEx are large-scale and should contain traceable IRs, ™ i pive (8]
the criteria for selecting the data source will not be D2A [111] X X X
limited to selecting VA datasets (Section 3.1.3), i.e., \?TE&CI; E}”] X ’ X ’
Inclusion of Recent Vulnerabilities (IRV), Num- CXP;Z)((; [29] X X
ber of Vulnerabilities (NV), and Usage in Secu- —— »
rity Communities (USC). We strictly follow Wu’s BigVul [33] X X
work on vulnerability database reviewing [100] and OWASP [68] X X
add three additional criteria to review the evaluation Debian [11] X X

VDISC [80] X X

dataset, and the selected data sources should satisfy
all the criteria after reviewing.

« Criterion-1: Traceability of IRs (TIR). The original vulnerability-related IRs will be traceable based on each
sample’s details, and the CWE-IDs are also traceable in the data sources.
+ Criterion-2: Coverage of Programming Languages (CPL). The vulnerabilities in the dataset include
various programming languages, and VULRTEX cannot be limited to identifying vulnerabilities in only a few

programming languages.

incorrect labels of vulnerability and CWE-ID.
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From Table 2, we can see that only the GHArchive satisfies all the criteria after dataset review and can be used
as the data source for vulnerability identification. Note that, these data sources are different from the previous VA
dataset After we determine the data source we use in the experiment, we collect the dataset by strictly following
Pan et al’s work’s basic process of constructing the dataset [72], so the labels of whether the IRs contain the
vulnerability (i.e., the first task: identifying the vulnerability-related IRs, where the label is “Yes or No”) are
correct, and the dataset is considered as a benchmark dataset without noise data (i.e., IRs that are mislabeled
with incorrect labels). It is a comprehensive dataset that contains 3,884 officially disclosed vulnerabilities with
their source links of GitHub IRs since 2015. This dataset is manually labeled by security practitioners in CVE
and has been widely used in vulnerability identification tasks [27, 50, 52, 65, 72, 80]. We collect the vulnerability
information in this dataset, such as whether the IR is vulnerability-related, and its disclosed CVE/CWE-ID.
STEP-2: Refining the Dataset. Since the labels of vulnerability-related IR identification are reviewed and double-
checked regularly by experienced security practitioners from well-known security organizations/institutions
(e.g., CVE, NVD, OWASP, etc.), we believe that these labels are correct. However, for the labels of CWE-ID
(i.e., the second task: predicting the CWE-IDs of the vulnerability) in our manual analysis, around 118 of
3,884 vulnerability-related IRs may contain vulnerabilities that correspond to multiple CWE-IDs. The original
GHArchive dataset may miss these CWE-ID labels, which affects the reliability of evaluation results. For example,
the labeled CWE-ID in Fuel-CMS/issues/536 is the “XSS Injection” (CWE-79) [61]. Still, we find that the project
may also encounter the “Cross-Site Request Forgery (CSRF)” (CWE-352) [60] based on the description of this
IR, but the CWE-352 label is missing in the dataset. To improve the quality of our dataset, we refine the dataset
by adding new IRs with the missed labels. To reduce the biases in the manual re-annotation, we have invited
three security practitioners who are not among the authors, who have over five years of experience in software
security, to determine whether the re-annotated dataset is correct. We ask them to independently check whether
the new samples are accurate. The average Cohen’s Kappa [73] value is 0.9, which achieves a high agreement on
the labels of the reannotated dataset.

STEP-3: Collecting the Original Rich-text Information. For all the samples in the dataset, we retrieve their
original rich-text information. For GHArchive, each sample contains an external link to the original address
of the GitHub IR. We search the source of all the GitHub IRs and utilize Python’s BeautifulSoup package to
crawl all the HTML elements in the original pages, including the links to page screenshots (wrapped by <a
href=".jpg|.png">, </a>) and code snippets (wrapped by <code>, </code>).

STEP-4: Preprocessing the Dataset. The GitHub IRs collected from the web pages are in HTML format, so we
preprocess the IRs with the specific token tagging and data merging/splitting.

For token tagging, (1) we use [SCR] to tag the screenshots and [CODE] to tag the code snippets. Then, we add
new JSON fields to store the content of rich-text information in the input IRs so that each IR can be represented
as {“Content”: “Text&[SCR J&[CODE]”, “Rich-Text”: [“[SCR]”: “Link of Screenshot”, “/CODE]”: “Detail of Code
Snippet”]}; (2) we search for the privacy information in the IRs, such as the personal identifiers (e.g., “username”,
“password”, and “email address”, etc.) and project identifiers (e.g, “project source files” and “project configuration
files”, etc.). We have tagged the privacy elements with the symbol [PIV_{InfoName}], where {InfoName} is the
type of these elements. To improve the coverage of privacy information, we ask the security practitioners to
annotate and discuss in multiple turns; and (3) we remove other HTML tags (e.g., <td>, <tr>, <p>, etc.) and
retain the plain text inside these tags, then correct typos and lemmatize the texts [85];

For data merging/splitting, (1) we merge similar code snippets and page screenshots, which may have a few
differences and describe similar vulnerability-related information; and (2) we split the vulnerability-related IRs
by sorting the IRs in time order, then choose the first 60% of the IRs as the historical IR and the remaining 40% as
the target IR (proportion setting is decided by the hyper-parameter tuning, which is shown in Section 6.1).

Table 3 shows the number of IRs in our dataset, where the column #Total and #R-Text indicate the total
number of IRs, and IRs with rich-text, and the number #Total-#R-Text illustrates the IRs with only plain text.
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Table 3. The statistics of the number of IRs in the original and refined datasets.

Dataset Original Refined”
#Total | #R-Text #SCR  #CODE #Total | #R-Text #SCR #CODE
Valgqr  Historical 2,306 683 495 619 2,401 (+95) | 720 (+37) 527 (+32) 630 (+11)
Target 1,578 956 664 760 1,601 (+23) | 966 (+10) 670 (+6) 767 (+7)

Non- Historical 714,790 466,179 352,675 330,753 714,790 466,179 352,675 330,753
Vul-IR Target 476,528 201,391 139,578 276,639 476,528 201,391 139,578 276,639

* The refined dataset for training and evaluating VULRTEX and baselines. The value after each IR’s number, i.e., (+value), indicates the
increased number of IRs after dataset refining (STEP-2). Note that, the dataset refining step only adds the missing CWE-IDs for the
vulnerability-related IRs, so the numbers in the Non-Vul-IR will not be changed.

Column #SCR, and #CODE indicate the number of IRs with page screenshots and code snippets in the #R-Text.
The labels Vul-IR and Non-Vul-IR indicate whether the IR is vulnerability-related. We obtained 1,686/4,002
rich-text vulnerability-related IRs, where 2,401 (60%) of them are historical IRs, and 1,601 (40%) are target IRs.

4.2 Baselines

To evaluate the performance of our approach, we find that identifying vulnerabilities from IRs lacks baselines,
so we manually select approaches that can be used in the vulnerability detection and natural language process
(NLP) tasks, and then we select the baselines based on the following criteria:

« Criterion-1: Baselines’ Applicability. The selected baselines can be applied to our tasks. For example,
traditional vulnerability detectors mainly focus on finding vulnerabilities from source code in the repository,
which cannot be applied to identify vulnerabilities from IRs.

 Criterion-2: Baseline Artifacts’ Availability. Considering the reliability of the baseline’s result, we select
the baselines whose dataset and code are available. For the approaches for which their artifacts are not available,
we have asked the authors of these approaches and conducted the experiments on the models if the authors
respond to us.

+ Criterion-3: Baselines’ Performance & Efficiency. With the development of LLMs, we need to select the
models that are adaptive to the vulnerability identification tasks. After discussing with the security practitioners
who participate in our dataset refining and following the previous work [38], we have specified the criterion for
choosing baselines that have better performance and lower time cost than the other models: For DL baselines,
we choose them whose performances are > 30% F1 on average (DL baselines in MEMVUL, e.g., Random Guess,
Random Forest, and Naive Bayes, are not chosen). For the LLMs, we choose the models whose time costs of
prediction are < 2 minutes/IR. Based on this criterion, the GPT-o01 (2.5 minutes/IR) LLM reasoning and RAG
approaches, e.g., AutoRAG (2.2 minutes/IR), MemoRAG (2.6 minutes/IR), and ToolBench (4 minutes/IR), are not
chosen, because they may not be useful in practice.

« Criterion-4: API calling fees. Some black-box LLMs provide paid APIs and more efficient model versions.
However, we find that for some models like GPT-o01, the cost of identifying vulnerabilities even reaches $10 per
rich-text IR. Considering the public welfare and open-source nature of our method, we plan to evaluate the
LLM’s performance on free or low-cost LLMs, so we do not choose GPT-01 with high API calling fees as the
baseline in our experiment.

After evaluating the novel approaches in vulnerability identification, LLM’s reasoning, and RAG, we finally
select three types of baselines that meet the previous three criteria, i.e., three deep learning (DL) and LLM
baselines that are widely used in NLP tasks, with three LLM reasoning strategies that are applicable in identifying
vulnerability-related IRs and predicting CWE-IDs.
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DL Baselines. We first retrain the Deep Learning (DL) baselines on our dataset to identify the vulnerability-
related IRs and predict their CWE-IDs. LR [54] is the linear regression method that predicts the vulnerability with
the single-layer perception; MLP [49, 99] utilizes the multi-layer perceptions to classify the type of vulnerability.
In our experiment, these two DL baselines can outperform other baselines in identifying vulnerabilities from
rich-text information. Also, we introduce MEMVUL [72], which is the latest approach that utilizes the memory
network to store the relationships between vulnerability types and reuse it to identify the new IRs.

LLM Baselines. In addition to DL baselines, we also compare the VULRTEx with the original LLMs, since they
are widely used and achieve high performances on text classification and generation tasks. These LLM baselines
use the same prompt as VULRTEX, i.e., Pigensi £y, in Section 3.3 to identify the vulnerability by outputting the
confidence scores. Considering the hardware limitation and the model usage frequency in the industry, we have
chosen three types of well-maintained LLM baselines, which are shown as follows:

+ Text Generative LLMs: These three baseline is pre-trained on plain text-pairs, which aim to improve the ability
to analyze complex user queries. LLaMA [91] is the LLM proposed by Meta and is trained-on multiple language
models with various inference budgets; GPT-3 [105] and GPT-3.5 [66] are representative text-generative
LLMs proposed by OpenAl, which use over 100B of parameters and are trained on over 10TB samples with
multiple training strategies (few-shot, zero-shot, etc.). We choose the following stable versions of LLMs: LLaMA
(Llama-2-13b-chat-hf), GPT-3 (text-davinci-003), and GPT-3.5 (gpt-3.5-turbo).

+ Multimodal LLMs (MLLMs): The MLLMs are pre-trained on multimodal data, where we input all the rich-text
information into the MLLMs into these models to predict the CWE-IDS. Qwen2VL [103] is proposed by Alibaba,
which is a well-maintained MLLM that can analyze both image and text queries. Limited by the hardware
resources, we chose the qwen-2vi-7b-instruct version in this task. GPT-40 [67] is the MLLM proposed by
OpenAl that can effectively understand visual queries’ semantic information.

+ Post-Trained LLMs: To make the output of LLMs in line with human cognition, researchers have proposed
the post-trained alignment to improve the LLMs. DeepSeek-R1 [31] is a well-maintained LLM that introduces
Reinforcement Learning from Human Feedback (RLHF) in the long-term reasoning. We have compared GPT-o1
with DeepSeek-R1, which has a heavy reasoning time cost and large API fees, and the vulnerability identification
results are less than those of DeepSeek-R1 (-5.0% F1 on average).

LLM Reasoning Strategies. Since LLMs are well-trained in these versions, we will not retrain them on our
dataset. Moreover, for each LLM, we also introduce three reasoning strategies to analyze the rich-text information,
i.e., +CoT-SC [96], and +ReAct [104], which are the latest frameworks that control the LLM’s reasoning with the
highest performances on‘our tasks. CoT-SC utilizes the majority-voting technique to decide the reasoning step
with the highest confidence; and ReAct adopts the “Thinking-Observation-Action” framework in the reasoning.
+DS-Agent [36] is the latest approach that firstly combines the RAG in the LLM reasoning process.

To ensure a fair comparison, all the DL and LLM baselines use the same JSON-formatted IRs as input datasets
with rich-text information, as is illustrated in STEP-4 of Section 4.1.

4.3 Evaluation Metrics

Evaluation Metrics on Identifying Vulnerability-related IR. Since the labels of target IRs are imbalanced
in Table 3, we choose two sets of appropriate metrics to measure the performance of vulnerability-related
IR identification. The first set of metrics measures the performance of VULRTEX on identifying the positive
vulnerability-related IRs, i.e., Precision, Recall, and F1-Score. These three metrics are useful in text classification
tasks when the labels in the testing dataset are imbalanced. Precision calculates the ratio of correct positive
predictions to the total positive predictions; Recall calculates the ratio of correct positive predictions to the
ground-truth positive labels; and F1-Score is the harmony of Precision and Recall.
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Besides, since the number of negative samples is much larger than the positive ones (imbalanced dataset), we
choose threshold-independent metrics to measure the performances of VULRTEX when the dataset is extremely
imbalanced, i.e., AUROC (area under the Receiver Operating Characteristics curve) and AUPRC (area under the
Precision-Recall curve). To intuitively illustrate the benefits of VULRTEX, we plot the Precision-Recall curves
by tuning the threshold 6,,; within [0.0, 1.0] with 0.5 as the interval and measure the trade-off values. Previous
works illustrate that AUROC and AUPRC are indicative metrics when the dataset imbalance affects VULRTEX’s
performances [30, 88].

Evaluation Metrics on Predicting CWE-IDs. To measure the performance in CWE-ID prediction, we apply the
Macro-P, Macro-R, and Macro-F1. Macro-P and Macro-R are the macro averages of precision and recall on all
the CWE labels (i.e., the equations are % Zgwei pre(cwe;) and % Zgwei rec(cwe;)), and Macro-F1 is the harmony of
Macro-P and Macro-R. Due to the equal importance of all the CWE-IDs, the macro average value can better reflect
the prediction results than the micro average value. Since we only evaluate CWE-ID prediction with positive
labels in vulnerability identification, and different CWE-IDs have similar distributions in the vulnerability-related
IRs, we will not utilize the AUROC and AUPRC in the CWE-ID prediction task.

Evaluation Metrics on Time Cost. To compare the time cost of the baselines and VurRTEX, we utilize the
average seconds of identifying a vulnerability-related IR and predicting its CWE-ID, which is denoted by s/IR.
We calculate the average time cost after all the experiments are conducted.

4.4  Experimental Settings

Experiment Details. Since the LLM’s output may have randomness, we conducted 20-time experiments
on target IRs and calculated the mean value of these evaluation results, i.e., % 212 0 res;, to reduce the biases,
where res; indicates the iy, metric result of experiments. We use the LLM’s API, such as logprobs. top_logprobs
to output the probability and message.content to output the response text. To evaluate the advantages and
practical application, we conduct an ablation study on four types of components and apply VULRTEX on the
newly proposed IRs to observe the proportion of disclosed vulnerabilities.

Hyper-parameters. We first set the proportion of the historical IRs as 60% and the threshold 6,;,, = 0.7 (parameter
settings are shown in Section 6.1). Then, we set the threshold for determining the output of vulnerability, i.e.,
Opus» Within the range [0.0, 1.0], and choose the optimal F1 value when 6,,; = 0.55 (the tuning of the 6,,; may
affect the trade-off between Precision and Recall, so we illustrate the curve in Section 5). For each value in the
parameter tuning, we also conduct 20-time experiments to determine whether the output of DL/LLM will not
have biases and calculate the average score of the repeated experiments. For other parameters in VULRTEX’s
LLM module and the baselines; we set the value of them in DL/LLM, such as the number of layers, learning rate
(ie., 2¢ > for BERT encoder and 1e™* for other modules), temperature (i.e., 0.0 for all the LLMs to ensure a stable
probability distribution), etc., as default values.

Hardware. All the baselines and variants are retrained on these IRs in the refined dataset and run on a high-
performance server with Ubuntu OS, NVIDIA RTX A6000 GPUs, and 64GB RAM.

5 Results
5.1 RQ1: Performances of Identifying Vulnerability-related IRs and Predicting CWE-IDs

In this experiment, we first evaluate the performances of VULRTEX on the overall target IRs in our dataset, Then,
we analyze the performances of VULRTEX on target IRs with/without rich-text information and compare the
performance of VULRTEX with the best-performed DL/LLM baselines, i.e., VULRTEX and GPT-3.5. We also plot
the Precision-Recall (PR) curves to intuitively illustrate the advantages of VULRTEX to the baselines on different
output thresholds 6,,;.
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Table 4. The results of baseline comparison of VULRTEX on identifying vulnerability-related IRs and predicting CWE-IDs of
these vulnerabilities on overall target IRs (%).

Catesor Methods Time Vul-IR Identification (VI, %) CWE-ID Prediction (CP, %)
gory Cost (s/IR) | Precision  Recall F1-Score AUROC  AUPRC Macro-P  Macro-R  Macro-F1
DL LR 1.0 43.7 24.0 31.0 90.3 30.5 34.1 31.7 32.9
Baseli MLP 1.7 35.2 34.7 34.9 91.9 19.6 42.7 45.8 44.2
ASEUNES  Memvur | 20 383 716 49.9 96.5 33.2 465 52.4 493
Performances of Text Generative LLMs
Original 3.6 66.5 74.1 70.1 92.6 35.0 57.5 66.7 61.8
LLaMA +CoT-SC 11.7 68.2 70.3 69.2 94.0 39.6 59.4 69.2 63.9
Baselines & +ReAct 15.0 69.9 70.1 70.0 94.1 40.2 60.2 65.7 62.8
Our Approach +DS-Agent | 20.0 69.3 69.5 69.4 93.6 37.9 62.3 61.7 62.0
+VULRTEX 7.9 (1 43) | 74.5(146) 753 (112) 74.9(148) 97.9(13.8) 65.9(125.7) | 68.5 (16.2) 72.4(13.2) 70.4 (16.5)
Original 4.9 50.8 72.0 59.6 96.0 39.6 66.8 60.3 63.4
GPT-3 +CoT-SC 19.5 62.5 76.4 68.8 96.9 415 67.2 61.5 64.2
Baselines & +ReAct 21.0 63.0 69.7 66.2 96.7 45.5 67.5 62.0 64.6
Our Approach +DS-Agent | 25.5 64.6 98.5 47.7 96.1 39.9 63.9 67.9 65.8
+VULRTEX 9.2 (143) | 69.5(14.9) 77.0(10.6) 73.1(14.3) 98.2(11.3) 77.2(131.7) | 69.4(115) 75.3.(17.4) 72.2 (16.4)
Original 4.2 80.7 66.3 72.8 97.3 45.9 76.2 63.9 69.5
GPT-3.5 +CoT-SC 26.9 85.3 70.2 77.0 98.1 46.8 71.3 70.2 70.7
Baselines & +ReAct 30.0 86.9 67.4 75.9 98.5 53.6 72.5 70.7 71.6
Our Approach +DS-Agent | 44.5 84.2 72.5 77.9 70.2 60.2 753 73.2 66.7
+VUIRTEX 117 (1 7.5) | 90.2(13.3) 87.7 (115.2) 88.9 (111.0) 99.2(10.7)" 80.4 (120.2) | 82.5 (16.3) 85.0 (19.7)  83.7 (110.5)
Performances of MLLMs
Origin 10.6 89.3 56.2 69.0 94.2 52.5 67.7 61.9 64.7
Qwen2VL +CoT-SC 12.3* 86.1 59.0 70.0 92.5 50.3 70.4 69.2 69.8
Baselines & +ReAct 62.5 87.5 60.3 71.4 95.1 51.5 72.9 68.7 70.7
Our Approach +DS-Agent | 57.9 88.4 61.5 72.5 95.5 70.6 80.1 74.1 77.0
+VULRTEx 159 (15.3) | 92.9(13.6) 89.5 (128.0) 91.2 (118.6) 99.6(14.1) 85.9 (115.3) | 83.4 (13.3) 88.7 (114.6) 86.0 (19.0)
Origin 9.6 92.0 68.0 78.2 92.1 47.6 72.6 79.5 75.9
GPT-40 +CoT-SC 26.3 94.0 69.7 80.0 94.6 48.3 71.9 77.1 74.4
Baselines & +ReAct 77.5 88.7 64.3 74.6 92.4 43.5 74.4 78.2 76.3
Our Approach +DS-Agent | 84.2 85.1 66.2 74.5 92.1 44.5 72.3 80.3 76.1
+VULRTEx 153 (1 57) | 94.3(10.3)  83.1(113:4) 88.3 (18.3) 98.2(13.6) 88.9 (140.6) | 83.4 (19.0) 89.5(19.2) 86.3 (110.0)
Performances of Post-Trained LLMs
Origin 31.2 96.3 80.2 87.5 99.1 83.4 76.8 85.3 80.8
DeepSeek-R1  +CoT-SC 126.9 96.5 84.5 90.1 99.0 84.5 77.1 82.5 79.7
Baselines & +ReAct 150.5 97.2 85.1 90.7 99.3 84.0 78.3 83.6 80.9
Our Approach +DS-Agent | 180.7 96.8 89.9 93.2 99.2 89.7 84.1 87.7 85.9
+VULRTEX 339 (127) | 100.0(12.8) 90.7 (10.8) 95.1(11.9) 99.2(10.1) 90.2(10.5) | 85.2(11.1) 90.1(12.4) 87.6 (11.7)

*For Qwen2VL-7B+CoT-SC, it uses the majority voting method in the decision-making process, which stops early for vulnerabilities
with high confidence, resulting in less time cost.

Comparison Results among DL/LLM/Reasoning Baselines. Table 4 illustrates the comparison results
among different DL, LLM, and reasoning baselines, and the best performance of each column is highlighted with
bold face. We can see that the VULRTEX can outperform all the DL and LLM baselines:

» Performance Comparison. The GPT-3.5+VULRTEX obtains the highest performances with 88.9% (F1), 99.2%
(AUROC), and 80.4% (AUPRC) in vulnerability identification, and 83.7% (Macro-F1) in CWE-ID Prediction.
It not only outperforms all the DL baselines, but also outperforms the reasoning baselines, improving the
GPT-3.5+DS-Agent (baseline with the highest performance) with +11.0% (F1-Score), +0.7% (AUROC), +20.2%
(AUPRC), and +10.5% (Macro-F1).

« Time Cost Comparison. The time cost of each LLM+VULRTEX is only 5.4 s/IR higher than the original LLMs
on average of three selected LLMs, and around 50% lower than the baseline reasoning approaches. Especially
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Vul-IR CWE-ID
Identification Prediction

Original GPT-3.5

{p(Yes)=0.77, CWE-94}. The
view site function can parse
HTML tags and execute
JavaScript or Node.js code,
which refers to the following
vulnerability type (CWE-ID)
CWE-94: 'Code Injection’

GPT-3.5+ReAct

{p(Yes)=0.65, CWE-78}.
This is a clear example in
[CODE3] where the
execution of arbitrary code is
possible, referring to the
following CWE-78: 'OS
Command Injection’

GPT-3.5+DS-Agent

{p(Yes)=0.79, CWE-78|
CWE-79|CWE-352}.
From [SCR] and [CODE]
and examples, the
vulnerability is similar to
the CWE-78, CWE-79,
and CWE-352.

(a) Comparison of VulRTex on different reasoning strategies.

GPT-3.5+VulRTex

{p(Yes)=0.97, CWE-79}.
Based on the reasoning
graph, this issue report
illustrate the process of
XSS injection, which
refers to CWE-79:
'Cross-site Scripting'

Vul-IR CWE-ID
Identification Prediction ;

Vul-IR CWE-ID
Identification

Prediction

Vul-IR CWE-ID
Identification

Prediction

Vul-IR CWE-ID
Identification % Prediction

Original GPT-3.5

{p(Yes)=0.77, CWE-94}. The
view site function can parse
HTML tags and execute
JavaScript or Node.js code,
which refers to the following
vulnerability type (CWE-ID)
CWE-94: 'Code Injection’

Original Qwen2VL

{p(Yes)=0.90, CWE-89}. This
vulnerability was shown in
[SCR2]. The specific flaw
manifests when the malicious
users inject SQL code into the
page..., vulnerability type
CWE-89: ‘SQL Injection’

Original GPT-40

{p(Yes)=0.90, CWE-89}. The
vulnerability arises from
[SCR2] within the page
screenshots which is cause by
the SQL injection, affected by
the [CODE2]'s command...
CWE-89: ‘SQL Injection’

Original DeepSeek-R1
{p(Yes)=0.95, CWE-79}.

* **Infer** The actual output
format can be influenced by
the XSS payloads... CWE-79
***Process** | find that the
[SCR2] is the vulnerability, and
[SCR1] is the source...

* ... (Other analysis process)

(b) Comparison on different LLMs to GHArchive’s vulnerability identification.

Fig. 4. The case study of VULRTEX on the motivation example (example in Fig. 1).

for GPT-3.5, the time cost of VULRTEX reduces by over -15.2 s/IR. Overall, the trade-off between performance
and time cost illustrates the benefits of VULRTEX. Moreover, we find that for the DeepSeek-R1 model that
requires a long CoT for reasoning, the additional time cost of VULRTEX is less than that of other LLMs, which is
only 2.7 s/IR higher. Within this time cost, the Concatenated Prompt-Guided Vulnerability Identification
takes 27.2 s/IR, where LLM Prompt-based Guidance Prompt Generation takes 6.6 s/IR. According to the
structure of DeepSeek-R1, during its analysis of IRs, this post-training LLM cannot control the long CoT-based
reasoning, which may fall into invalid and repeated exploration. On the contrary, the generated guidance can
help DeepSeek-R1 escape from this repetition, thus improving its efficiency.

« Case Study. To qualitatively evaluate the VULRTEX, we conduct the case study by analyzing the responses
of GPT-3.5 on the'motivation’s IR. We compare VULRTEX with the original GPT-3.5 and two state-of-the-art
(SOTA) reasoning approaches, i.e., ReAct and DS-Agent. Fig. 4 (a) shows the results of the case study. We can
see that the original GPT-3.5/GPT-3.5+ReAct cannot predict the accurate CWE-ID, and GPT-3.5+DS-Agent fails
to determine the CWE-ID based on the relevant information it retrieves from the historical IRs. In comparison,
VULRTEX can accurately predict the CWE-ID based on the reasoning graphs and historical IRs.

Comparison Results among Different LLM Types. Table 4 also illustrates the performances on MLLMs
and Post-Trained LLMs. We also highlight the best performances for each LLM with bold face. We can see that
VULRTEX can outperform most of the LLMs with the reasoning strategies, and we clarify how it improves the
two types of LLMs separately:

« Improvement to MLLMs: The Qwen2VL and GPT-4o are pre-trained on multimodal data, which can analyze
information in the rich-text elements and identify the vulnerabilities with this information. Therefore, we find
that the Precision/Macro-P values of these models are higher than those of text-generative LLMs. However,
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Table 5. The results of baseline comparison on IR with/without rich-text infor- Fig. 5. Precision-Recall (PR) curves of
mation on the representative text-generative LLM, i.e., GPT-3.5 (%). VULRTEx and baselines.
1.0
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+DS-Agent | 82.9 99.1 61.9 74.5 (b) PR Curve in plain-text IRs
+VULRTEX | 92.2 (19.3) 99.8 (10.5) 81.1(119.2) | 80.2 (14.3)

MLLMs are sensitive to some error/warning page screenshots or code’s testing reports, which lead to false-
positive predictions, resulting in lower Recall/Macro-R. VULRTEX, on the contrary, alleviates this weakness and
improves the performance with over 8.0% (F1) for vulnerability identification and 9.0% (Macro-F1) for CWE-ID
prediction.

« Improvement to Post-Trained LLMs: The DeepSeek-R1 is-optimized by the RLHF method, which can remove
some false predictions during the post-training and alignment phase. Therefore, we can see that the Recall
and F1 values improve a lot compared to the other LLMs. Comparatively, VULRTEX can further improve the
vulnerability identification results to DeepSeek-R1, which achieves 100% (Precision), 95.1% (F1), and 87.6%
(Macro-F1). Moreover, the time cost of DeepSeek-R1+VULRTEX is less than the original model, because the
vulnerability reasoning database can accelerate the LLM to analyze the elements in IRs.

« Case Study: To intuitively show the results of these LLMs, we also conduct a case study on the output
of GPT-3.5, Qwen2VL, GPT-40, and DeepSeeek-R1 (we compare the original models to show their outputs’
specific features). Fig. 4 (b) shows the results of the case study. We can see that the two MLLMs (Qwen2VL
and GPT-4o) identify the error page screenshot [SCR2], but they are misled by the pre-trained dataset and
incorrectly categorize it as SQL injection (CWE-89). In comparison, DeepSeek-R1 can capture the relationship
between [SCR1] and [SCR2] with the reasoning and post-training, thus improving the accuracy Based on the
aforementioned results, we believe that reasoning is important to vulnerability identification, and our approach
can improve the LLM’s performance with less time cost.

Comparison Results on IRs with/without Rich-Text Information. Table 5 shows the comparison results
on target IR with/without rich-text information. We can see that GPT-3.5+VULRTEX significantly outperforms
the baselines on both rich-text and plain-text IRs. For rich-text IRs, it significantly outperforms the best baseline
by +19.1% (AUPRC) in vulnerability identification and +23.4% (Macro-F1) in CWE-ID prediction. For plain-text
IRs, it also outperforms the best baseline by +19.2% (AUPRC) in vulnerability identification and +4.3% (Macro-F1)
in CWE-ID prediction.

To further evaluate the ability of VOULRTEX to adapt to the imbalanced dataset, we plot the Precision-Recall
(PR) curve of VULRTEX and representative baselines, i.e., MEMVUL, GPT-3.5+ReAct, and GPT-3.5+DS-Agent,
which can reflect the performance of these models under different output threshold 6,,;. In Fig. 5, we can see
that the performances of VULRTEX are higher than baselines under all the different thresholds, and the area
(i.e., AUPRC) under its PR curve surrounds the other baselines’ curves, which further illustrates VULRTEX’s
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advantages. Overall, VULRTEX outperforms the baselines on both IRs with or without rich-text information,
which illustrates its practicality.

rAnswering to RQ1

VULRTEX improves all the baselines, and GPT-3.5+VULRTEX outperforms the best baseline with +19.2% (AUPRC) in vulnerability
identification and +4.3% (Macro-F1) in CWE-ID prediction, with 2x lower time cost than the LLM reasoning baselines. The PR
curves further illustrate its advantages in identifying vulnerabilities in imbalanced datasets. For the MLLMs, VULRTEX reduces
the sensitivity to the rich-text elements and increases their F1 and Macro-F1 by over 8%. Finally, we find that the post-trained
LLM, i.e., DeepSeek-R1, is more effective in the vulnerability identification tasks, where VULRTEX can further enhance its
capabilities. This inspires us to improve its performance during post-training alignment in the future.

5.2 RQ2: Ablation Study

We have conducted three types of ablation studies to evaluate the components’ contributions. First, we compare
VULRTEX’s performances with the following four types of variants, i.e., rich-text information, CoT-based reasoning,
reasoning graph retrieval, and text matching similarity. Second, we compare the different OCR tools and illustrate
why we select Tencent OCR API for the screenshot parsing. Third, we analyze the contribution of the five selected
VA datasets for the factual error correction with a typical output example.

Comparison of Variants on VULRTEX’s Performances. We have chosen four types of variants that may
contribute to the VULRTEX’s performance, which are summarized as follows:

+ Rich-text Information: w/o [SCR] & w/o [CODE] (remove page screenshots & code snippets).

+ CoT-based Reasoning: w/o FECorr (removing the LLM’s factual error correction), as well as replacing our
LLM reasoning approach with CoT-SC and ReAct.

» Reasoning Graph Retrieval: w/o Pruning, as well as replacing random-walking with CART [57], and
PageRank [70], where CART and PageRank are representative graph pruning algorithms.

+ Text Matching Similarity: Replacing TF-IDF with Levenshtein Distance [22], Euclidean distance, and
Cosine Distance, where Euclidean and Cosine distance utilize the Word2Vec [58] to embed the two sentences
sy and s,, with the mean value of word embeddings, then calculate the similarity between the two sentence
embeddings (i.e., sim(w2v(sy), w2v(sy)))-

where the symbol w/o means removing the component from the VULRTEX, and the variant without w/o means
replacing the component with the corresponding variants.

The results of the ablation study show that: From Fig. 6 (a) and (c), we can see that the variants in rich-text
information (-16.7% F1, -12.2% Macro-F1) and reasoning graph retrieval (-16.5% F1, -10.7% Macro-F1) lead to
a large decrease in vulnerability-related IR Identification and CWE-ID prediction. Among the variants, removing
the page screenshot analysis w/o [SCR] (-17.6% F1, -13.0% Macro-F1) and removing the random-walking pruning
(-19.2% F1, -12.9% Macro-F1) has the largest decrease. From Fig. 6 (b) and (d), we can see that, compared with the
other two types of variants in (a) and (c), the variants in LLM reasoning approaches (-14.3% F1, -9.6% Macro-F1)
and text matching similarity (-12.1% F1, -6.1% Macro-F1) lead to a moderate decrease in vulnerability-related
IR identification and CWE-ID prediction. Among the variants, replacing TF-IDF similarity with Levenshtein
distance (-14.6% F1, -8.6% Macro-F1) has the largest decrease.

Comparison on OCR Tools. To analyze the elements in the screenshots, we have compared the performances
of OCR tools and MLLMs as follows:

+ OCR Tools: We have compared Baidu-OCR, IFlyTek-OCR, Tesseract-OCR, and Tencent-OCR. All four OCR
tools a practically useful during our previous research and projects for analyzing the semantic information in
the images.
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Fig. 6. The contribution of four types of variants to the VULRTEX’s performances.
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Fig. 7. The selection of OCR tools, as well as the contribution of VA datasets to factual error correction.

« MLLM Tools: We have compared the LLaVA, GPT-40, and InternVL. The usage of these four MLLMs is different
from the baselines, because their duty is only describing the information in the rich-text information, e.g., the
elements in the screenshots, with plain text.

To evaluate the efficiency of OCR and MLLM Tools, we have used two metrics: (1) Number of Identified

Words/Time, which measures the time cost of these tools; and (2) Average Levenshtein Distance, which
measures the accuracy of parsed plain-text information by calculating the similarity with the manually-labeled
descriptions. Fig. 7 (a) shows the performances of the tools. We can see that Tencent OCR API has high accuracy
(rank 3rd) and time efficiency (rank 1st) in the rich-text parsing, which can accurately analyze more page elements
in unit time. Therefore, we have chosen the Tencent OCR in the VULRTEX s experiments.
Comparison on Factual Error Correction. In addition to variants and OCR tools, we analyze the contribution of
VA datasets to factual error correction. We first analyzed the samples of factual errors that VULRTEX successfully
removed in reasoning, then we analyzed the proportion of VA datasets from which the samples came and
calculated the proportion. We utilize the prompt P, in Section 3.1.3 to correct the errors.
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Table 6. The details of vulnerability-related IRs that are newly identified by VULRTEx and assigned to CVE-IDs.

0SS Project  Stars| #IR Statistics of Assigned CVE-IDs Example of Assigned CVE-IDs

#Identified #CVE-Assigned #Potential | Vul-IR IR’s Type CWE-ID | CVE-Assigned Identified Date
Rimedo-ts [19] 22 | 1 1 1/1 (100.0%) 0/1(0.0%) |#16 Plain-Text CWE-119 |CVE-2024-34049 02/20/2024 (-69 Days)
Carla [20] 11.3K| 300 6 1/6 (16.7%) 2/6 (33.3%) |#7025 Rich-Text CWE-119 |CVE-2024-33903 01/10/2024 (-110 Days)
Hyprland [15] 21.1K| 720 2 1/2 (50.0%) 1/2 (50.0%) |#5787  Plain-Text CWE-362 |CVE-2024-33904 04/18/2024 (-11 Days)
React [10] 229K | 197 4 0/4 (0.0%) 1/4 (25.0%) |#31174 Rich-Text CWE-1333 - 10/10/2024
Python-jose [18] 1.5K | 10 3 2/3 (66.7%) 0/3(0.0%) |#344 Rich-Text CWE-400 |CVE-2024-33664 03/13/2024 (-43 Days)
Xxl-job [21] 27.5K| 130 6 2/6 (33.3%) 2/6 (33.3%) |#3375 Rich-Text CWE-918 |CVE-2024-24113 01/14/2024 (-25 Days)
Jerryscript [16]  6.9K | 12 2 1/2 (50.0%) 1/2(50.0%) |#5135 Rich-Text CWE-671 |CVE-2024-33255 03/29/2024 (-28 Days)
Node-server [14] 375 16 1 1/1 (100.0%) 0/1(0.0%) |#159 Rich-Text CWE-20 |CVE-2024-32652 04/18/2024 (-1 Day)
Hugo [13] 755K 115 2 1/2 (50.0%) 1/2 (50.0%) |#12396 Rich-Text CWE-20 |CVE-2024-32875 04/20/2024 (-3 Days)
Kubernetes [17] 111K | 597 3 1/3 (33.3%) 1/3 (33.3%) |#124336 Rich-Text CWE-285 |CVE-2024-3177 04/20/2024 (-2 Days)

Total 2,098 30 11/30 (36.7%)  9/30 (30.0%)| - - - - )

Fig. 7 (b) shows the results of the VA datasets to correct the GPT-3.5’s output factual errors. We can see that
all the VA dataset’s items can correct the output factual errors, where BigVul has the best performance, which
corrects 73% of factual errors. Moreover, we use an example to intuitively show the corrected results, which
also uses the Fig. 1’s example. In this case, GPT-3.5 is misled by the keyword “RCE Execution” and identifies the
vulnerability as CWE-94 (Code Injection Vulnerability). CWE-94 is different from CWE-79 (XSS), because it may
not require the adversaries to inject malicious script into the web pages. Even if we have added the rich-text
information into the GPT-3.5, it still does not capture the necessary features, i.e., web page and JavaScript scripts.
After we introduce the OWASP’s golden knowledge, GPT-3.5 finds itself making a mistake and ignores these
features, so it corrects the previous error outputs and identifies the CWE-79 vulnerability. This case intuitively
shows the advantages and necessities of the VA dataset in'the VULRTEX.

[Answering to RQ2 \‘

VULRTEX outperforms all the variants in the ablation study. The variants in rich-text information and reasoning graph retrieval
have the largest contributions, and the CoT-based reasoning and text-matching similarities have moderate contributions on
average. Besides, the selection of OCR tools will affect the parsing efficiency of rich-text information, where we select the
best-performing Tencent OCR API in the experiments. Finally, we find that the VA datasets can contribute to correcting the
factual errors in the VULRTEX’s outputs, which can improve LLM’s understanding of different vulnerabilities’ triggering processes.

5.3 RQ3: Performances on ldentifying Emerging Vulnerabilities in Open-source Projects

To analyze the performances of VULRTEX on identifying emerging vulnerabilities, we deploy VULRTEX and
continuously apply it to track the GitHub IRs within these projects proposed after Jan 1st, 2024. Since all the IRs
in the previous experiments were collected before this date, these newly tracked GitHub IRs are not included in
the collected dataset in Section 4.1. Then, we track the IRs with the issue-tracking system (e.g., Bugzilla [4], etc.)
on these projects, and observe 30 IRs that may potentially describe vulnerabilities with VULRTEX. Then, we notify
the OSS project’s owners and IR authors through their emails or submit target IR comments if emails are not
reserved. We ask the IR authors and project owners the following two questions to verify whether our identified
IRs really contain the vulnerability, and require assigning CVE-IDs for these vulnerabilities:

» Q1: Can you manually identify whether the given IR we provide really contains the vulnerability with the
corresponding CWE-ID? Please answer [Yes/No].
o Q2: If this IR contains the vulnerability, can you report it to the CVE for vulnerability disclosure?
We pay attention to the popular OSS projects on GitHub with multiple participants and widely used in 2024
based on the Gitstar Ranking [12], and remove some personal projects with fewer star ratings. The column
“Statistics of Assigned CVE-IDs” of Table 6 shows the number of identified IRs and the CVE-Assigned IRs.
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The newly identified vulnerability-related IRs belong to the 10 unique projects, from Rimedo-ts to Kubernetes.
Among them, most of the projects obtain over 1K stars, and some projects (e.g., React, Hugo, and Kubernetes)
are among the top 100 large-scale projects with a large user base. We can see that 30 of 2,098 IRs are identified as
vulnerability-related IRs. Among these identified IRs, 11 of them (36.7%) are assigned CVE-IDs after vulnerability
identification, and 9 of them (30.0%) are potentially-assigned CVE, which means that project owners admit
that these IRs are vulnerability-related based on the feedback from the questionnaire, but have not been assigned
CVE-IDs yet. These results indicate that VOULRTEX can identify emerging vulnerabilities from target IRs.

The column “Statistics of Assigned CVE-IDs” of Table 6 shows the details of CVE-Assigned IRs. We can see
that, the date of vulnerability identification is earlier than the CVE-Assigned date. For some open-source projects
(i.e., Rimedo-ts, Carla, and Python-jose), the identification time can even be 40 days ahead of the CVE-Assigned
time. It is worth mentioning that VULRTEX can identify only a few vulnerability-related IRs in large-scale projects,
mainly because these projects are well-maintained and the proportion of these IRs is small. Meanwhile, most
vulnerability-related IRs we identified were disclosed in April because CVEs usually disclose the vulnerabilities
within a certain period. In these cases, our method can successfully identify these vulnerabilities, which further
illustrates the ability of VULRTEX to identify emerging vulnerabilities in practice.

[Answering to RQ3 1

VULRTEX can identify the emerging vulnerabilities from large-scale OSS projects. Among these 30 newly identified vulnerability-
related IRs from 10 representative projects, 11 IRs (36.7%) are assigned CVE-IDs, and. 9 IRs (30.0%) will potentially be assigned
CVE-IDs from the feedback from project owners.

6 Discussion
6.1 Analysis of Hyper-Parameters

In the VULRTEX’s overall framework, two different hyperparameters determine its performance on the vul-
nerability identification tasks, i.e., Historical IR’s Proportion and TF-IDF Similarity Threshold 0,;,,. To
analyze the sensitivity of these two parameters, we conduct the overall evaluation, cross-project evaluation, and
cross-CWE-ID evaluation of the model performances.

It is worth noticing that parameter 6,,,, aims to evaluate the performance of VULRTEX on the dataset when the
positive and negative samples are imbalanced, which reflects the result of the AUPRC and AUROC metrics (i.e.,
area under the PR-Curve with different 6,,; threshold), so we do not reanalyze its contribution in this section.
Overall Sensitivity Analysis. For the proportion of historical IRs, we choose the proportion from 30% to 90%,
with intervals of 10%. For the 6, we choose the value from 0.50 to 0.90, with the intervals 0.05.

» Overall Contribution of Historical IR’s Proportion: Fig. 8 (a) shows the effect of hyperparameters of
VULRTEX on average. We can see that historical IR’s proportion affects the model performance. From 30% to
60%, the performances of VULRTEX have a large increase with +6.4% F1 and +6.9% Macro-F1; after 60%, the
fluctuations are small, with less than +0.1% F1/Macro-F1.

+ Overall Contribution of TF-IDF Similarity Threshold: Fig. 8 (b) shows the effect of 8;,, on average. We can
see that the similarity threshold affects the model performance. VULRTEX achieves the optimal performance
when 6, = 0.70, which is higher than other values with over +1.0% F1/Macro-F1 performances on average.

In summary, we finally chose the proportion 60% and 6,;,, = 0.70 in the VULRTEX’s experiments, which is
sufficient to achieve optimal performance in the vulnerability identification.
Sensitivity Analysis across Projects and CWE-IDs. Since the projects and CWE-IDs are sparsely distributed
in the testing dataset of target IRs with the long-tail distribution, we have chosen the Top-3 projects and CWE-IDs
with the largest number of vulnerability-related IRs.
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Fig. 8. The sensitivity analysis of hyperparameters to VULRTEX’s performances.

We have only evaluated the results of vulnerability identification because the CWE-IDs of some projects are
very sparsely distributed, resulting in randomness of the final weighted Macro-F1. We also choose the 6, values
from 0.50 to 0.90 with intervals of 0.05; and the results are shown as follows:

» Contribution of TF-IDF Similarity across Projects: We have chosen BigtreeCMS (118 Vul-IRs), OpenCV
(80 Vul-IRs), and Bento4 (219 VullRs). All these projects account for 26% of the target IRs. We can see that 2/3
projects’ F1 performances achieve an optimal value when 8;;,, = 0.7. From 0.50 to 0.7, the performances of
VULRTEX have an increase of +3.9% F1; after 0.7, on average, the F1 decreases by 9.3%. Even for the Bento4
project, the performance difference between 6, = 0.65/0.70 is less than 3.0% F1.

Contribution of TF-IDF Similarity across Projects: We have chosen CWE-787 (156 Vul-IRs), CWE-79 (220
Vul-IRs), and CWE-89 (307 VulIRs). All these CWE-IDs account for 43% of the target IRs. We can see that We
can see that 2/3 CWE-IDs’ F1 performances achieve an optimal value when 6;,, = 0.7. From 0.50 to 0.7, the
performances of VULRTEX have an increase of +3.1% F1; after 0.7, on average, the F1 decreases by 8.7%. The
counterexample of CWE-89 may be due to the diverse way of illustrating the process of SQL injection, and we

will analyze it in the future.

In summary, we believe that choosing 6y, = 0.70 for VULRTEX can help it achieve optimal values for most
projects and CWE-IDs in the experiments. The above results also provide a basis for our parameter setting.
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6.2 Application of VULRTEX on Other Languages’ IRs

In this section, we have analyzed the ability of VULRTEX on Chinese, Japanese, and French IRs. We find that
GHArchive’s IRs may not be applicable, which comes from GitHub and CVE-IDs. Only a few IRs (in our manual
analysis, we find that fewer than 10 IRs) contain words, phrases, or sentences in Chinese, Japanese, and French,
but the other parts of the main body still use English to describe the vulnerability triggering process.

To evaluate VULRTEX’s performance across languages, we have made the following extension.

« Database Extension: We have introduced other vulnerability databases, such as evaluated CNNVD (Chinese),
JPCERT/CC (Japanese), and ANSSI (French). These databases are maintained by these countries’ security
departments, which enhances the language diversity.

+ OSS Community Extension: We have introduced other OSS communities, such as Gitee and GitLab etc.
The number of IRs increases with these new communities, and the formats of these new IRs are similar to the
original GitHub IRs, so VULRTEX is applicable to identify the vulnerabilities from them.

In total, we collect 22 Chinese, 19 Japanese, and 14 French vulnerability-related IRs from these new databases
and communities, where 10, 13, and 11 of them contain rich-text information. Since the number of vulnerabilities
is small, we reuse the vulnerability reasoning database prepared with GHArchive; and apply VULRTEX to identify
the vulnerabilities.

Table 7. The performance of GPT-3.5+VULRTEX on IRs on three other languages, i.e., Chinese, Japanese, and French.

Laneuage Plain-Text IRs Rich-Text IRs

BU3BE | 4vul-IR  #VI(Ratio%) #CP (Ratio%) | #VulFIR . #VI(Ratio%) #CP (Ratio%)
Chinese | 12 8/12 (66.7%)  7/12 (58.3%) 10 8/10 (80.0%)  8/10 (80.0%)
Japanese | 6 6/6 (100.0%)  6/6 (100.0%) 13 9/13 (69.2%)  9/13 (69.2%)
French 3 3/3(100.0%)  3/3 (100.0%) 11 10/11 (90.9%)  7/11 (63.6%)
Total | 21 17/21(90.0%).  16/21(76.2%) | 34 27/34(794%)  24/34 (70.6%)

Table 7 shows the experimental results of GPT-3.5+VULRTEX on three new languages’ IRs, where #VI and #CP
mean the number of accurately identified vulnerabilities and predicted CWE-IDs. We can see that, for plain-text
and rich-text IRs, VULRTEX can identify over 79% vulnerability-related IRs, and predict CWE-IDs with over 70%.
For each language, the performances of CWE-ID prediction results on rich-text Japanese and French IRs are
lower than Chinese IRs, which is because the pre-trained data of the Tencent OCR tool is mostly in English and
Chinese, so it may not be accurate enough for French and Japanese screenshots. Finally, we find that these results
are lower than the GHArchive (Table 4), which may be due to we only reuse the vulnerability reasoning dataset
without adding historical IRs. We will enlarge the dataset with other languages’ IRs.

6.3 Advantages of VULRTEX

The benefits of VULRTEX come from three aspects: the ability to analyze rich-text information, the correction of
factual errors, and the utilization of RAG to improve efficiency. With these three advantages, VULRTEX can not
only accurately identify vulnerabilities in rich-text IRs but also outperform the baselines on plain-text IRs.

» Advantage-1: Analysis of Rich-Text Information. Existing approaches, such as MEMVUL, cannot identify
vulnerabilities in few-text IRs, and they need to track the source code in the repositories for further analysis.
In comparison, VULRTEX indicates that there will be rich-text elements, such as page screenshots and code
snippets that can be utilized to complement the missing information in the few-text IRs and help identify the
vulnerability triggering paths.
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Fig. 9. The example of VULRTEX s incorrect prediction.

« Advantage-2: Correction of Factual Errors. Since the IR may incorrectly describe how the vulnerability is
triggered, and LLM itself may be trained on outdated and noisy datasets, the output may have some factual
errors. With the help of factual error correction, the reasoning graphs of rich/plain-text IRs will be in line with
the real-world situation, thus improving the performance of vulnerability identification.

« Advantage-3: Utilization of RAG’s Thought. Based on the reasoning graph retrieval, the LLMs will under-
stand how the previous developers and users describe the triggering logic of similar vulnerabilities in their IRs,
and the LLMs will understand semantic information in the relevant texts and rich-text elements. Therefore, the
thought of RAG not only improves the efficiency of VULRTEX, but also enables LLM to understand the details
of vulnerabilities and enhance the quality of its generated text in the security field.

» Advantage-4: Lower Computational Requirements. We have utilized the locally deployed models (i.e.,
LLaMA-and Qwen2VL) and models’ API (i.e., GPT-3, GPT-3.5, GPT-40, and DeepSeek-R1). The GPU cost of
locally deployed models with VULRTEX is 67.3% on average (1xA6000), which is more than the original model
(44.5% on average), but much lower than the average cost of reasoning baselines (CoT-SC, ReAct, and DS-Agent,
86.7% on average). For the memory cost, VULRTEX is 55.7% on average for all the APIs, higher than the original
baselines (54.4% on average) and lower than the reasoning baselines (69.3% on average). In summary, we believe
that VULRTEX has a lower computational requirement compared with baselines.

6.4 Incorrect Prediction of VULRTEX

Although VULRTEX can accurately identify the vulnerabilities from rich-text IRs, there are still 15.0% of IRs
that are incorrectly predicted in our experiment. As is illustrated in Fig. 9, we manually inspect these incorrect
predictions and find the following three reasons that limit the performance of VULRTEx:
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- Case-1: Out-of-Scope Rich-Text Information (4.5%): The type of rich-text information is not included
in our approach (note that, in our dataset, all the bad cases contain videos). For example, the IR TeamPass/is-
sues/2688 [64] utilizes the video stream to present the steps of XSS injection in the TeamPass project, but VULRTEX
cannot analyze the video stream, which leads to the incorrect prediction of CWE-ID.

+ Potential Solution to Case-1: To enable VULRTEX to analyze the out-of-scope rich-text information, we can
use the frame sampling method to transfer the original videos to a sequence of screenshots. Then, we select the
key frames in the video and analyze their transitions, which reflect the triggering process of the vulnerabilities.

- Case-2: Vulnerability Details in External Links (6.5%). Some original pages of vulnerability-related
IRs contain external links to describe the details of how the vulnerability is triggered. For example, in the issue
coreruleset/issues/3191 [7], the original vulnerability details are involved in other comment links. VULRTEX cannot
retrieve this knowledge from the external links, which leads to the incorrect prediction.

+ Potential Solution to Case-2: We can use the external information to complement the missing information
and improve the original IR. For example, the Python-Selenium library provides the ability to open an external
link and crawl the data on this page. Sometimes, the IR needs to open multiple external links, such as the example
in Fig. 9, where LLM can identify the types with the code in commit messages.

- Case-3: Missed Original GitHub Pages (4.0%). Some original pages of vulnerability-related IRs are deleted
or hidden by authors, which leads to incorrect predictions. For example, the page of coreruleset’s issue security-
tracker-private/issues/7 [9] has been set as private, so the page has 7404 Error”. This bad case is different from
Case-2, because we cannot obtain the vulnerability details through the external links directly in this case.

+ Potential Solution to Case-3: The reason why we cannot obtain the original pages may be the following
two reasons: the repository is set to private or has been deleted. To validate whether we need to further analyze
this issue or discard it, we can introduce the RAG thought, which retrieves the original repositories and similar
IRs from the author’s GitHub page. If the project is deleted, we may consider the IR is outdated and discard it.

6.5 Threats to Validity

The threats of VULRTEX may come from three aspects: Internal, External, and Constructive threats. We introduce
these three types of threats and their potential mitigations as follows.

Internal Threats. The first internal threat comes from dataset preparation. We only refer to the CVE to analyze
whether this vulnerability is disclosed, but some vulnerabilities may only be disclosed in other security databases,
such as CAPEC [29]. To alleviate this threat, we manually inspect 100 security GitHub IRs that are disclosed
on CAPEC and find that2/100 are not disclosed by CVE and are incorporated into our dataset simultaneously.
Another threat comes from the TF-IDF that may introduce noisy data in correcting LLM factual errors. The LLM
itself can remove some noisy data with its reasoning ability, which alleviates this threat. We have randomly
sampled 100 vulnerability-related IRs from our dataset with target IRs, and manually inspected whether VULRTEX
can retrieve the matched golden knowledge in the knowledge Know,. We find that 21/100 IRs may have LLM’s
factual errors, and all the IRs (21/21) are corrected with Know;. Therefore, the impact of internal threats is small.

External Threat. The external threat comes from the potentially incorrect labels in the dataset. For example,
CVE-2018-17566 indicates that top-think/think/issues/858 is the vulnerability-related IR with the “SQL injection”
vulnerability, but in the following comments, other developers indicate that this vulnerability may not exist in
practice. The impact of this threat is small due to the small proportion of samples (60/4,003), and we plan to
report them to the CVE for further validation.

Constructive Threat. The constructive threat mainly comes from the metrics. We choose precision, recall, and
F1-Score to evaluate the vulnerability-related IR identification, and choose Macro-P, Macro-R, and Macro-F1 to
evaluate the performance on CWE-ID prediction. We manually restore the rich-text information by retrieving the
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original IR from GitHub while calculating these metrics. This threat is mitigated by the fact that all the GitHub
IRs are reviewed and discussed by our team members in the dataset preparation.

7 Related Works

In this section, we will introduce the related works in three aspects. First, we introduce the automatic vulnerability
detection methods before the emergence of LLMs, which mainly used rules of taint analysis and DL methods
to locate the vulnerability code lines in the programs. Then, we discuss the evolution of LLM agents, which
interact with the external environments to resolve complex queries and help build embodied intelligence systems.
Moreover, we introduce the application of LLM agents on vulnerability detection and repairing in recent works.

7.1 Automatic Vulnerability Identification

The automatic detection and identification of vulnerabilities has been investigated by researchers. Automatic
vulnerability detection aims to determine whether there are malicious codes that contain vulnerabilities during
the project development [26, 35, 43, 46, 52, 56, 113]. The researchers first proposed the statistic, dynamic, and
hybrid techniques to detect the vulnerabilities with rules [32, 42, 51]. To improve detection accuracy and reduce
the cost of manually designing rules, researchers have introduced machine learning (ML) approaches to detect the
vulnerabilities, which combine the features extracted from codes and feed them into the basic ML models to predict
the vulnerability types [82, 86, 102]. With the development of DL and LLM, researchers have introduced these novel
models to automatically build code features and improve the efficiency of vulnerability detection tools [50, 50, 53,
92]. Automatic vulnerability identification helps security practitionersidentify whether artifacts (e.g., GitHub IRs,
bug reports, etc.) submitted by developers actually contain vulnerabilities. Some researchers utilized text-mining
methods to explore the security bug reports to identify the vulnerabilities [34, 97, 98, 101], while other works
focused on reducing the negative impact of vulnerability identification from class unbalancing [69, 72, 75, 87].
Our work focuses on identifying vulnerabilities in IRs.

Different from these previous works, the current vulnerability detection tasks encounter a complex description
of the vulnerability triggering process, such as utilizing rich-text information and natural language descriptions to
illustrate how the vulnerabilities occur in their daily OSS development. Therefore, we introduce LLM’s reasoning
ability to analyze the meaningful information involved in rich-text information, and combine the reasoning graph
retrieval method to improve the accuracy of identifying vulnerability-related IRs and predict the CWE-IDs.

7.2 LLM Agent and Embodied Intelligence System

The LLM and agent systems have been developed in recent years, which facilitate the development of software
engineering. Researchers have investigated the application of LLMs’ reasoning and agents on different research
tasks, where some of these works were based on textual description, and they utilized LLM agents to analyze
the text-based reasoning logic. Wang et al. [93] analyzed the logic of dialogues and applied LLM agents in the
communications. Nan et al. [63] integrated the reasoning and action in LLM agents to describe the database
question answering. Since the LLM agent systems could interact with the external tools and databases, the
researchers extended the application scope of them, and helped build the embodied intelligence systems. These
advanced systems combined visual information and proposed the embodied LLM agents to analyze more complex
visual-related tasks. Zheng et al. [110] proposed Steve-Eye, an embodied agent that analyzes visual perception
in open worlds. Cherakara et al. [28] proposed the FurChat, which is a conversational-based embodied agent
that combines open and closed domain dialogues with facial expressions. Schumann et al. [83] proposed the
VELMA, which is an embodied agent that analyzes the language navigation and vision in street view. Ma et
al. [55] proposed the LASER, which utilizes the LLM agent to analyze the website navigation.
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However, it is unclear whether the application of the LLM agent systems can be applied to vulnerability
detection tasks. The current LLM agents are difficult to analyze the process of vulnerability triggering and output
hallucinations, such as factual errors that do not comply with the common sense of vulnerability detection.
In comparison, VULRTEX incorporates the reasoning graph retrieval from the thought of RAG to improve the
accuracy of LLM agents in analyzing rich-text information.

7.3 LLM Agent System for Vulnerability Identification

In recent years, researchers have applied LLM agents to vulnerability detection and repair. Bouzenia et al. [25]
propose the RepairAgent, which was the first work that repaired vulnerable programs with LLM-based autonomous
agents and a finite state machine, which fixed 164 vulnerabilities (including 39 new vulnerabilities) on the Defects4]
dataset; Huang et al. [40] proposed the LLM agents with a two-step counterfactual suggestion, where the coach
module guides the LLM to explore multiple attack paths. The vulnerability coverage of this method increased by
31%, and the repair strategy effectiveness increased by 32%. Tihanyi et al. [90] combined Bound Model Checking
with LLM agents, which used bounded models to generate counterexamples and locate the vulnerabilities. This
work achieves 80% fixing rate of “buffer overflow” and “pointer dereference failure” vulnerabilities on over
1000 C code examples. However, these works face limitations in practical usage. Wang et al. [94] proposed the
VulnRepairEval framework, which was a rigorous benchmark for evaluating the repair capabilities of LLM agents,
moving beyond simple functional tests to exploit-based validation. Based on the evaluation of 12 mainstream
LLMs, the optimal model repair rate is only 21.7%, revealing the overestimation of the current models. To address
this issue, researchers proposed the Multi-Agent System (MAS), where different agents specialize in tasks like
code auditing, static analysis, or fuzzing, collaborating to find vulnerabilities more efficiently than a single agent.
Zhao et al. [109] proposed MADE (Malicious Agent Detection), which detected and removed malicious agents
attempting to degrade the system through adversarial attacks, improving the safety in collaborative perception
scenarios (e.g., autonomous driving).

Until now, we find that the number of related works on applying LLM agents to vulnerability detection is
small, and the technical details of them rely on the project’s source code. If some vulnerabilities are reported
without open-sourcing their commit messages, it will be difficult to analyze the vulnerability types and develop
the repair methods. In comparison, our work considers both time efficiency and performance of vulnerability
identification. VULRTEX is an agent system that can learn from the historical IRs with RW-based pruning and
remove factual errors, assisting security practitioners in discovering and fixing vulnerabilities on time.

8 Conclusion and Future Work

In this paper, we propose the VULRTEX to identify vulnerability-related IRs with rich-text information. VuLRTEX
first utilizes the reasoning ability of LLMs to prepare the Vulnerability Reasoning Database from historical IRs.
Then, VULRTEX retrieves the most relevant reasoning graphs from the prepared reasoning database to guide
LLM in identifying vulnerabilities from target IRs. Experiments conducted on 973,572 IRs show that VULRTExX
achieves the highest performance when the dataset is imbalanced, outperforming the best baseline with +11.0%
F1 and +20.2% AUPRC, with 2x lower time cost than the baseline reasoning approaches. VULRTEX also has the
highest performance on CWE-ID prediction, outperforming the best baseline with +10.5% Macro-F1. Furthermore,
VULRTEX has been applied to identify the 30 emerging vulnerability-related IRs across 10 projects, and 11 of them
are finally assigned CVE-IDs.

In the future, we plan to identify IRs from other collaborative platforms, such as GitLab, Gitee, etc., and
introduce insecure code commits & patches that relate to the vulnerabilities to continuously improve the
capability of VULRTEX in more open-source projects. With the development of post-training, we also plan to
design vulnerability-oriented rewards to optimize the model, which alignment it with the real-world feedback.
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